The content that is allowed on the Internet in China has always been strictly regulated; unsuitable content is organized under twelve general categories. As a result, guerrilla-style digital warfare is waged between the Chinese government and high-tech libertarians. The goal of Internet regulation for the authorities is to provide a "healthy" environment for both political and economic development.
The Great Firewall of China
The primary way of Internet control adopted by the Chinese government is through restricting access to cyberspace by marking a division between "global cyberspace"
and "domestic cyberspace" using a virtual firewall, a massive filter, and a block system that are collectively known as the "Great Firewall." At the national level, only ten government-approved agencies are permitted to establish interconnecting Internet networks and to license the operation of ISPs. No individual or single unit is allowed to establish a direct international connection, as the primary entry and access points to China are under strict control. This structure arguably provides the basis for an "intranet," an internal network that can be shut off from the outside world, and for the creation of a firewall, which is a system of Internet blocks and filters to regulate access to politically undesirable and objectionable materials. 3 At various points in time, and depending on the region in China, sites blocked include Economist.com, Cable News Network, and the New York Times. YouTube, Facebook, and Twitter are also usually inaccessible in China, although this blockage is certainly not foolproof. Anti-blocking technologies (i.e., blocking the blockers) have been developed and used by netizens in China to bypass the censored system. A guerrilla-style digital warfare is constantly waged between the Chinese government and high-tech libertarians. The majority of average netizens in China, however, are living behind the so-called Great Firewall.
The Legal Rules Governing Unlawful Content
The content that is allowed on the Internet has always been strictly regulated in China.
Under the Regulations on Internet Information Services of 2000, the production, duplication, release, and dissemination of content in nine categories are absolutely forbidden. This includes information that: Judicial Interpretation "grave circumstances" cover information in the information networks that has been visited more than 5000 times or reposted by others for more than 500 times; or result in the injured party or his close relatives suffering from mental disorder, committing self-harm or suicide, or other serious consequence; or the defaming party has already been subject to administrative punishment for defamation in the preceding two years; or any other serious consequences. Another critical provision in the Criminal Law provides that criminal defamation may be brought by aggrieved parties, and by agents of the state in cases "where serious harm is done to 6 public order or to the interests of the state." According to the Joint Judicial Interpretation, the latter includes defamation in the information networks that cause (1) a mass incident; (2) public chaos; (3) ethnic or religious conflicts; (4) defamation of multiple persons that creates a repugnant social impact; (5) harms the national image or seriously endanger national interest; (6) causes a repugnant international impact; or (7) other situations that may gravely endanger social order and national interests. Hence, the offences under the Joint Judicial Interpretation are vaguely defined in both their conceptual definitions, their scope and punishment. It has been criticized of its chilling effect on Internet free speech (Lubman) .
In fact, netizens in China always have to navigate carefully through the legal minefield. A notorious example of one who failed to do so is Liu Xiaobo, the Nobel Peace Prize Winner of 2010. In 2009, he was sentenced by the Chinese authorities to eleven years in prison for "inciting to overthrow state power" for co-drafting and posting a manifesto, "Charter 08," on the Internet. The manifesto called for political reforms, the end of corruption, and respect for human rights.
As is discussed in the following section , state agencies are not only required to carry out direct regulation on Internet content through various means, but the Internet industry is also given the duty of co-regulation.
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Direct Regulation
Under the law, every individual, organization, and company in China is held criminally liable for sending harmful content as defined by law. Other than legal measures, the government has also attempted to control and "purify" Internet content through technological means. For example, in 2009, the government attempted to require the installation of Green Dam Youth Escort software to restrict access to "unhealthy" websites for all computers sold in China. This was done in the name of screening out pornographic materials and to protect the youth. Eventually, the project was abandoned due to a large public outcry from netizens in China, and from the international business community.
In addition to using legal means and technological advances to control the Internet, it is believed that in 2004, the CCP already had a special task force of more than 30,000 cyber police to patrol the Internet, to block foreign news sites, and to terminate domestic sites with politically sensitive information (Watts 2005) 
Co-Regulation
Other than imposing direct control on users, the Chinese authorities have built a co-regulatory regime, imposing various duties and liabilities of filtering, monitoring, and reporting on the Internet industry. 
Intellectual Property Rights
Rapid development of information technology poses serious challenges to the traditional legal regime for intellectual property rights. China has been able to quickly come up with legislation for intellectual property protection in this information era.
Important developments have taken place in the following two major areas: protection of computer software, and domain name disputes.
Protection of Computer Software
The first regulation relating to the protection of computer software was made in 1991.
A dual-track system was created for domestic and foreign software; namely, there is no registration requirement for foreign software and the protection period is fifty Software is normally owned by the author (i.e., creator) who develops it.
When it comes to joint authorship, the ownership is determined by the written agreement among the authors. The software copyright owners enjoy the rights of publication, authorship, revision, duplication, lease, and translation. Economic rights are protected for the lifespan plus fifty years if the copyright owner is an individual, or fifty years after first publication for corporations who own copyrights.
The user is not allowed to reproduce, publish, or distribute the software without the consent of the owner. Copyright infringements include situations where the user intentionally avoids or breaches the technical measures adopted by the owner 13 to protect the software copyright, or intentionally deletes or alters the electronic information of software right management.
Domain Name Disputes
The CNNIC was set up as a non-profit organization in 1997. One major function of the CNNIC is to serve as a domain name (.cn) registry and manager. In view of the rapid development of domain name dispute resolution around the world, the CNNIC The Chinese Domain Name Dispute Resolution Measures intends to use an alternative dispute resolution procedure to resolve domain name disputes in a quick, cheap, and fair manner. To win the case, the complainant needs to prove the following three elements: 1) the disputed domain name is identical or confusingly similar to the name or mark in which the complainant has civil rights and interests; 2) the disputed domain name holder has no lawful rights or interests in respect to the domain name or the major part of the domain name; and 3) the disputed domain name holder has registered or has used the domain name in bad faith.
Emerging Problems
Other than minding the political and economic dimensions of Internet governance, the authorities have to tackle the problem of privacy violations when netizens use the 
